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Individuals who have difficulty learning or have a disab
be persistently cyberbullied over a long period of time (Department o
Schools and Families, 2008).

People with ASDs like computer-based instruction and find it mofivating (Moore &
Calvert, 2001).

Parents of children with ASDs say their children are particularly skilled at using
computers (Putham & Chong, 2008).

Computers reduce the discomfort and anxiety that people with ASDs fe€l in face-
to-face interaction because they can interact in a familiar place (Bagatell, 2010).



(Mazurek, Shattuck, Wc

13.2% of teenagers between the ages of 13-17 diagnosed with au g
disorder (ASD) use computers to access the internet, email or chat (Mazurek,
Shattuck, Wagner, & Cooper, 2012).

Individuals with ASDs are more likely to develop compulsive Internet usage thay
individuals without ASDs (Finkenaueret al., 2012).

People with ASDs report that communication on the computer helps them
interact with others (Benford & Standen, 2009).
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- These include

Content Risk

Contact Risk
Conduct Risk




Fixation on games and or social networking sites (conduct risk):

* Encourage techno

WA

Talk fo your teen about the kind of things it is ok to look af. A basic rule could be
waftch it on felevision, it's not OK fto search for it online.’

JIrErr]wsure your tfeen knows to come to you or another trusted adult if they see something that upse /
em.

Give the teen a checklist of information he/ she should not be giving out online for gatepy
reasons (for example: birthdate, social security number, address, school name).

Encourage teens to create an “avatar” or use a nickname.

Pay especially close attention to accounts. This is where he is most likely
to interact with strangers or fall victim to cyberbullying.



Pornography (content risk):

Monitor and be fan
just the main computer. Continue to che
individuals they talk to online, and their general online behay

\/

Always tell a trusted adult about the experience or situation.

Teach your teen never 1o respond to the bullying message or
iInappropriate content, and to never forward it fo others.

Document, print, and save the message.



To teach teens with ASD about internet safety, an acronym called PLAY IT SAFE
can be helpful (Cerebra.org)

Attachments - beware befc

=<

Your feelings are important - if something happe
an adult right away.

| Information - remember that everything you see online is tfrue. If you are unsure Qs
a trusted adult.

Take breaks from the computer.

Spending money - don't buy things online without permission.
Act politely - don’t say anything online that you would not say to someone jri person.
Friends online should stay online.

m = » »n =

Enjoy yourself.
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| onlineis true. IF you are
| unsure ask a trusted aduit.

Cerebra.org



Stay Safe Online https:
privacy-settings/

on
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Use technology together.
“Friend” your child on social media sites so that you can monitor their ac

Look through the Internet browser history regularly to see what your child is doing online.

Help your child set up their accounts online and control access to them by keeping

the passwords from your child.

7
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Limit computer and Internet time using

Model appropriate online behavior in your own use of technology.

Monitor your credit card for any unauthorized purchases.
Look up terms and acronyms that your child uses in communications online to

know what they mean.


http://www.netlingo.com/

Visual Supports

al Contract

Provides teens with more one on one helg
accountable. Provides structure, routine, consistency, and org
responsibility, accountability, and buy-in.

Write a description of an internet safety scenario in story form and read it to/with the teen. These
can help to reinforce ideas about how to stay safe while using the internet.

Role play multiple scenarios with the teen about internet safety. Have a conversation with
him/her afterwards about why scenarios are safe or unsafe.

“Insitu” (in the situation) training is a way of presenting a simulated safety threat in gsafe
environment and to “catch teens in the act” and to subsequently rehearse the safety skills
needed for that simulated dangerous situation.



This baakrmark s for..

Never
give out
passwords

to anyone.

This boskmar s for.,

Never meet
someone you
have met
through the
internet.

This bookmark is for,

Tell your
parents or a

teacher if you

see anything

that upsets
you.

Visual Supports

Thin baokmark i for..,

Never send
a picture of
yourself to a
person you
don't know.

s boakmark (s for.~

Check with
Luur parents
or teacher

before
ownloading
anything
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Don't fill out
forms online
without
asking your
parents or

teacher first.
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Before you... ‘ :
flolBle SV ' Visual Supports

THINK!
TS i+ TRUE?

IS i+ HELPFUL? [
IS i+ INSPIRING?|
IS i+ NECESSARY™:

IS it KIND?
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a\ Never give out your name, address, phone number,
e-mail, password, or school name.

2K Never send a picture of yourself to a stranger.

&k Never open e-mails, files, or web pages from people
you don’t know or frust.

&) Always check with an adult before downloading.
£ Never respond to new people online.

€K Tell an adult if something makes you uncomforiable,
scared, or confused.

A Tell an adult if anyone online asks to meet you
in‘person.

£l Never fell o stranger where you are going and what
time you will be there.

2) Never enter a chat room without an adult present.
28 Do not share details about your life with others online.
2} Do not use mean or rude language online.

22 Do not buy or order anything online without adult
supervision.




Palmer River
Internet Safety Pledge

The Internetis where | learn and play
But | have to be careful everyday

So | pledge to be safer online

And follow these rules all of the time:

[==]
1 I will tell my trusted adult if anything makes me feel sad,
scared, or confused.

=
2 I will ask my trusted adult before sharing information like
my name, address, and phone number.

3 | won't meet face-to-face with anyone from the Internet.

E ]

I will always use good netiquette and not be rude

or mean online. Please discuss

Student Signs Here with your child
the rules for
using the
computer and

Parent Signs Here internet at home.

Sign and then

Room #: return to school.
)Valch geos and

Behavioral Coniract

Va



Online Safety stk

Stay safe online by not sharing your
personal information.

Do not meet anyone who you
have only become friends with
online.

Do not accept messages and
friend requests from people
you do not know.

Not everything online is
reliable. People online are
strangers and you can't always
trust everything they say.

Tell an adult you trust if
anything happens online that
you do not like.




The Internet can be a great place.
| can find information, have fun, and connect with friends.
There are a lot of people on the Internet that | do not know.

¢ o
" These people are called strangers. S o C I q I SIIIO ry

Not all strangers are friendly. Some strangers may want to hurt me. hﬂ'pS / / socialsafety.word

To be safe, | will follow some basic guidelines | press°com/ sfranger-

1. | keep all of my personal information private. h dang.e.r/ educahonalopp
This means | do not post my picture or give ortunities/

away my address, phone number, or the name 2

of my town or school. 2
2. | never meet with online strangers in person.

If someone asks me to meet in person, | will

talk to an adult before | do anything.
3. If someone sends me an email, picture, or

message that makes me feel uncomfortable

| will tell an adult right away.

4. | will avoid posting pictures, jokes, and other
materials that could be thought of as sexual.

| do not want any one to hurt me. That is why | will use the Internet safely.

it is an important part of my life.

| will always remember to stay safe when | am having fun using the internet.
i




Scenario 1:

Your friend has been talking to someone online.
He/She tells you they're going to meet up
tomorrow.

Scenario 6:

You keep lying to your mum about going onto a social
networking site because you know she doesn't like
you doing it.

Scenario 2:
A friend has sent you a mean message through the
school email.

Scenario 3:
You've been playing an online game and someone you
don't know asks to be your friend.

Scenario 7:

You're getting mean text messages from someone
you don't know.

Scenario 8:

You look at a classmate's profile on Facebook. You
aren't Facebook friends but you can see all her
details.

Scenario 4:
You notice a rude picture has been uploaded to a
website you use.

Scenario 5:
Your friend has sent you an email with an
attachment of a rude picture.

Scenario 9:
Your friends are saying that if you don't join their
What's App group you fancy your teacher.

Scenario 10:
You have sent a picture of yourself to your friend

and they've now put it on Facebook. You want to get
it taken off.




Scenario 11:

You notice your friend has a picture of him/her in
their school uniform on their profile picture on
Facebook and has also shared their telephone
humber.

Scenario 12:

Your friend keeps emailing/messaging you every
time you are online and its getting really annoying.

Scenario 13:
You have a Facebook account and you're under 13.

You don't want it anymore.

Scenario 14:
You can't stop playing computer games until really
late every night.

Scenario 15:
You told your friend your password and now they've
used your account to send mean messages.

E-Safety Scenario Cards
Created by: Katrina Morris



Many teens with Autism Sp
and every step of a particular skill.

Skills must first be identified, defined and broken into small teachable steps, a
taught directly, if skills are to be acquired.

Instructions

Miltenberger, 2008



WeAreAutism.org
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interests and goals.
- Wrong Planet is a web community designec

parents / professionals of those) with Autism, Asperger’s Syndrome, ADHD, PDDs, and

other neurological differences. They provide a discussion forum, where members

communicate with each other, an article section, with exclusive articles and how-to

guides, a blogging feature, and a chat room for real-time communication with other “Asgies
- Autism Speaks Social Networking Site. This online commupity was
created as a support forum for those affected by autism.

— Social networking site for individuals with learning/ intgllectual

disabilities and their caregivers (6,000 members from across 55 countries). Must be 13 to join.



Parent and Teen Intermet Use. (24 October 2007). PEW Intermet and American Life Project.
hittp://wuww.pewinternet.o P Teen Parents data memo Oct2007.

SoodNetworthebutesmldTeem. An Overview. (3kmumy2007) PEW Internet and American Life

Teens and Online Stranger Contact. (4 October 2007). PEW Internet and American Life Project
http://wuaw. pewintermnet.org/pdfs/PIP_Stranger_Contact_Data_Memo.pdf

A Timeline of Teerns and Technology. (16 August 2007). PEW Intermet and American Life Project.
hittp://www.pewinternet.org/PPF/r/105/presentation_display.asp

Willard, Nancy. (January 2007). Cvberbullying and Cyberthreats—Effectively Managing Internet Use Risk in
Schook Center for Safe and Resporsible Use of the Internet. http://vwaw.cyberbully.org/onlinedocs/cbct.pdf

Willard, Nancy. (January 2007). Cyber-Safe Hids, Cyber-Sawy Teens, Cyber-Secure Schook. Center for Safe

and Respomsible Use of the Internet. http://fuwww.cyberbully.org/onlinedocs/cskestschools.pdf

Willard, Nancy. (February 2007). Preventing Another Julie Amero Tragedy. Center for Safe and Respormsible
Use of the Internet. hitp://www.cyberbully.org/onlinedocs/preventingamero.pdf




Social Safety

An Online Social Networking Guide for Parents and Teachers of Young Adults with Cognitive Disabilities

https://socialsafety.wordpress.com/cyberbullying/

Internet and Social Media

index.shtml|

has functional lesson plans, interesting interactive games on safety Netsmartz W{}rl(shnp
and age appropriate real life stories. www.netsmariz.org/Parents

Practice answering the phone and not giving out pertinent
information or credit card information

SafeSurfingKids.com




safety w

AV

As social media use increases, it is critica
populations be taught general safety skills intended to prevet
exploitation.

\_/

Safety skills must be acquired, maintained and generalized.

Planning and prevention are ways caregivers can assist in
protecting their child from internet safety risks and support their
child in learning the skills necessary to stay safe while online.



ote o.uk/files/learning disabilities autism internet safety parent quide.pdf
Autism Speaks Inc. (2011). Internet safety, socia

Autism at a glance. Retrieved from

Cerebra. Refrieved from

Internet safety role playing discussions. Retrieved from /
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researchautism.or

online privacy. Pe

d-media//Files/Reports/2012/PIP Parents

Miltenberger, R. (2008). Teaching safety skills to children: Prevention of firearm injury
as an exemplar of best practice in assessment, fraining, and generalization of
safety skills. Behavior Analysis in Practice, 1(1), 30-38.

Perfect Targets: Asperger Syndrome and Bullying—Practical Solutions for Surviving
the social World is a book by Rebekah Heinrichs:


http://www.aapcpublishing.net/

